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he threats to critical energy infra-

structure are at the centre of this is-

sue of 'Energy Security: Operational

Highlights” with a particular focus
on the attacks coming from the cyber space
and from violent non-state actors such as so
called “Islamic State”, or DAESH. Further-
more, in order to reduce the risks related to
the field of energy on which its societies and
its operations depend, NATO works towards
significantly improving the energy efficiency
of the military and valuably contributes to
this dimension of energy security.

The relevance of these topics for the interna-
tional community at the present time is be-
hind the choice to include the following four
articles in the current issue of this journal.

Ms. Anna Bulakh, Ms. Piret Pernik and Mr.
Emmet Tuohy discuss cyber attacks on criti-
cal energy infrastructure with particular
emphasis on the supervisory control and
data acquisition (SCADA) systems, which are
used by several kinds of energy industries.
In so doing, they focus on the case of Estonia,

which has succeeded in developing effective
patterns of public-private sector information
sharing about attacks and vulnerabilities
in information infrastructure. At the same
time, they propose potential means to re-
duce the risks coming from cyber attacks to
critical energy infrastructure. Maj. Remigi-
jus Zilinskas and Mr. Lukas Trakimavidius
also discuss cyber attacks to energy indus-
tries, but their main focus, after having pre-
sented concrete cases of attacks on SCADA
systems, is the contribution of the Alliance
to the cyber and energy security of its mem-
ber states. In particular, they draw the at-
tention to NATO's Enhanced Cyber Defence
Policy and to the NATO-Istanbul Cooperation
initiative Table-Top Exercise on the protec-
tion of critical energy infrastructure that
was organized and hosted by NATO Energy
Security Centre of Excellence. Maj. Remig-
ijus Zilinskas and Mr. Jan Ciampor analyse
asymmetric warfare in the context of energy
infrastructure. They focus their discussion
onviolent non-state actors by analysing their
military activities and attacks on energy in-
frastructure. In this context, they investigate
the case of DAESH as a relevant case for un-
derstanding asymmetric warfare.

Finally, Dr. Sigita Kavalitnaité, Dr. Dainius
Genys and Dr. Tiziana Melchiorre adopt a
comprehensive sociological approach to-
wards NATO’s energy security. They analyse
the measures adopted by the Alliance to en-
sure energy security by trying to define its
role in the field. In order to do this, they take
into consideration sociologist Ronald Ingle-
hart's approach with a focus on his definition
of materialist and postmaterialist values,
which the authors use to demonstrate that
in the 21th century the measures adopted by
NATO to ensure energy security are based
on a synthesis of these two sets of values.
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-stonia's Developing Level
Playing Field for Critical
-nergy Infrastructure
“rotectors - a Model for

Broader Scale Platforms?

Ms Anna Bulakh, Mr. Emmet Tuohy, and Ms. Piret Pernik, International Centre for Defence and Security, Estonia

In this paper, the authors outline how critical energy infrastructure (CEl) represents an attrac-
tive and vulnerable target for cyber attacks. They begin by addressing possibilities such as
zero-day attacks, strikes against the SCADA (supervisory control and data acquisition) systems
used by industrial facilities and key infrastructure such as oil pipelines and electrical power
generating plants, and risks posed by the increased use of smart grids. Focusing on the case
of Estonia, a small and digitally-integrated Baltic country, they also suggest some potential
means by which these threats can be mitigated, notably more effective intra- and inter-govern-
mental cooperation and increased use of public-private partnerships.

INTERCONNECTIVITY AND DEPENDENCE
ON INFORMATION TECHNOLOGY AS
FACTORS OF VULNERABILITY

n recent years, the European Union—
together with its member states—have
considerably strengthened their pursuit
of energy security. These efforts demon-
strate the increased importance they place
on ensuring a stable supply of energy re-
sources to the final consumer. In order to
guarantee reliable energy deliveries and
route diversification, the EU in particular

has pushed for the development of inter-
connectivity of energy networks. In 2008
the European Commission issued a Pro-
posal for a Council decision on a Critical In-
frastructure Warning Information Network
(CIWIN). The aim of the proposal was to as-
sist “the Member States and the European
Commission to exchange information on
shared threats, vulnerabilities and appro-
priate measures and strategies to mitigate
risk in support of Critical Infrastructure
Protection (CIP)".

Ms. Anna Bulakh, International Centre for Defence and Security, Tallinn

Anna Bulakh is research fellow at the International Centre for Defence and Security (ICDS),
Estonia. Her research focuses on energy security, and regional security in the area of the EU's
Eastern Partnership, particularly in Ukraine. She extensively writes and comments on the is-
sues of the EU’s single energy market, precisely on the energy infrastructure development
across the EU and the possibility to bring new sources of energy supplies to Europe. In her
research on security risks and conflicts in the EU’s Eastern Partnership area, she focuses on
energy and its infrastructure as an internal threat and vulnerability exploited by an aggressor.
Previously, she conducted research at the Prague Security Studies Institute, Czech Republic
and has worked at the ICDS since 2013.

! European Commission, Critical Infrastructure Warning Information Network, available at http://ec.europa.eu/dgs/
home-affairs/what-we-do/networks/critical_infrastructure_warning_information_network/index_en.htm

No 10 ® ENERGY SECURITY: OPERATIONAL HIGHLIGHTS




While Europe has succeeded in reducing
the risk posed by conventional threats to its
energy supplies — both natural and man-
made alike — there is a new threat to which
the sector is altogether more vulnerable:
the one posed by cyber warfare. To put it
simply, there are now security concerns at
each step along the energy supply chain -
from extraction to production, transporta-
tion, and final customer delivery - because
of the significantly increased reliance, even
dependence, on information technology in
the sector, combined with the exponential
growth in the power and sophistication of
cyber attacks.

The largest concern to the security of criti-
cal energy infrastructure (CEl]-defined in
this paper as the systems that enable the
delivery of electricity, gas, and oil from pro-
ducer to consumer - comes from the inter-
operability of components within the energy
supply chain, with the greatest exposure to
new threats coming when technological
systems are repaired or improved. This oc-
curs because CEl is commonly monitored
and operated by industrial control systems,
which rely on standard embedded systems
platforms. According to a recent report of
the European Union Agency for Network
and Information Security (ENISA], the vul-
nerability of industrial control systems are

5

“more and more like [those of] consumer
PCs”; that is, they are “used everywhere
and involve a considerable amount of soft-
ware, often outdated and unpatched”.?

Energy transmission infrastructure is au-
tomated by the use of remotely-controlled
SCADA (supervisory control and data ac-
quisition) systems. A SCADA system is an
assembly of interconnected equipment for
monitoring and controlling physical pro-
cesses in industrial environments, and is
used to automate geographically distri-
buted processes in electricity generation
and distribution as well as oil and natural
gas refining and pipeline management.?
Modern SCADA systems use standard in-
terfaces and “off-the-shelf” components
such as Unix or Windows operating sys-
tems. On the one hand, this has produced
considerable improvements in intercon-
nection and efficiency, while on the other
one it has significantly increased their vul-
nerability to the same types of attacks used
against Unix and Windows-based systems
in other settings.” The reliance of these
control systems on such technology—as
well as the critical real-world importance
of power plants, pipelines, and storage fa-
cilities that they control—make CEIl a very
attractive target for cyber attacks.

Mr. Emmet Tuohy, International Centre for Defence and Security, Tallinn

Emmet Tuohy is non-resident research fellow on energy security and the Eastern Partnership
countries at the independent research institute of the Estonian Ministry of Defence since 2012.

Tuohy is regularly called upon to brief members of parliament and other government and dip-
lomatic officials. He has served as Estonia’s representative to the NATO STO Working Group
on Energy Security, and delivers lectures and conference presentations throughout Europe.
Tuohy has been associate director of Hudson Institute’s Center for Eurasian Policy. He was
previously awarded a Fulbright research grant to Ukraine and has been visiting researcher at
the Institute for Urban History in Lviv. Tuohy has graduated from the Georgetown University

School of Foreign Service in Washington, DC.

2 Pauna, Adrian, Malinos, Konstantinos, Lakka, Matina, et al, Can We Learn from SCADA Security Incidents? (Brussels:
ENISA, October 9, 2013), available at http://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-infrastruc-
ture-and-services/scada-industrial-control-systems/can-we-learn-from-scada-security-incidents

s Organization for Security and Cooperation in Europe, Good Practices Guide on Non-Nuclear Critical Energy Infra-
structure Protection (NNCEIP] from Terrorist Attacks Focusing on Threats Emanating from Cyberspace (Vienna: OSCE,

2013)

“Umbach, Frank, Critical Energy Infrastructure Protection in the Electricity and Gas Industries - Coping with Cyber

Threats to Energy Control Centers (Berlin: ISPSW, 2010)
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ZERO-DAY ATTACKS

US researchers Adam Crain and Chris
Strunk have revealed new information
identifying a number of areas susceptible
to “zero-day attacks” [i.e. attacks exploi-
ting previously unknown vulnerabilities)
in industrial control software. Considering
that most current attention (however insuf-
ficient as it may be) to the security of power
systems focuses on issues stemming from
their use of IP (i.e. via the open Internet)
links, “offline” serial and network commu-
nications between servers and substations
have been overlooked. And yet, according
to Crain and Strunk, it is easier to break a
power system via devices of serial commu-
nication, which does not require bypassing
the layers of firewalls that an attack against
an IP network would.® The vulnerabilities
that Crain and Strunk highlight could allow
an attacker to send a master server into an
unproductive loop (thereby taking it offline)
or block operators from monitoring and
controlling operations (thereby virtually
ensuring disruptions in energy transmis-
sion). Another scenario foresees “remote
code-injection into a server”, which would
enable an attacker to cause power black-
outs by opening and closing breakers at
substations.*

VARIETY OF THREATS REQUIRES
BROADER LEVEL RESPONSE

As if this was not enough to be concerned
about, there is a number of other chal-
lenges to keeping CEl secure. In particular,
the emergence as a common tool in cyber
warfare of the so-called dormant viruses,
which can be planted in a system remotely
and lie unnoticed for long periods of time
before being activated, raises the specter
that they could be deployed against CEl,
virtually handing over the infrastructure to
attackers. Another vulnerability, highligh-
ted last year by the US National Institute of
Standards and Technology (NIST), is raised
by the more widespread use of “smart
grids”. Such electricity grids require the
accessing of information dozens of times a
day from millions of smart meter “nodes” in
business, government, and residential in-
stallations.” Every single one of these mil-
lions of nodes could serve as an entry point
to the grid for a hacker determined to cause
harm.

In light of all these threats, the response
must clearly be on a level broader than
that of an individual company or even of
a nation-state. Even though the EU’s re-
commendations evolved in sophistication

Ms. Piret Pernik, International Centre for Defence and Security, Tallinn

research projects.

[ Piret Pernik is research fellow at the International Centre for Defence and Security. Her re-
# search focuses on strategic issues relevant to cyber security, including the analysis of global
developments, strategies and policies pursued by nation states and international organisa-
tions. She recommends how to shape Estonia’s efforts on cyber security and on how to in-
troduce the Estonian experience internationally. She also coordinates cyber security related
cooperation with other relevant domestic and international actors. She has worked at the
Policy Planning Department of the Estonian Ministry of Defence and served as an adviser to
the National Defence Committee of the Riigikogu (Estonian Parliament). She has lectured
on international relations in several Estonian universities, and has carried out sociological

5 Ashford, Warwick, “US Researchers Find 25 Security Vulnerabilities in SCADA Systems”, Computer Weekly, October
18, 2013, available at http://www.computerweekly.com/news/2240207488/US-researchers-find-25-security-vulnera-

bilities-in-SCADA-systems

6 Zetter, Kim, “Researchers Uncover Holes That Open Power Stations to Hacking” Wired, October 16, 2013, available at:

http://www.wired.com/threatlevel/2013/10/ics/

7 Chabrow, Eric, “Smart Grid’s Unique Security Challege”, Govinfo Security, July 2012, available at: http://www.govin-
fosecurity.com/interviews/smart-grids-unique-security-challenge-i-1603
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and effectiveness in series of documents®
on critical infrastructure protection, they
were able to foster neither effective state-
to-state cooperation nor perhaps the most
important tool of all in combating threats to
CEl: public-private partnership (PPPs).’

PPPS - AFRAMEWORK FOR BROADER
LEVEL RESPONSE

The concept of “partnership” is crucial in
developing a framework for the effective
protection of critical energy infrastructure
on a broader EU level. This is especially
true when one takes into consideration the
fact that greater interdependency, despite
its clear benefits in a variety of areas, still
brings with it greater risk, both that an at-
tack might spread to other systems, and
that disruptions in one area might have a
supply impact on another.

In order to foster the needed PPPs, the
European Commission created concrete
efforts, notably a secure information and
communication system known as CIWIN
(the Critical Infrastructure Warning Infor-
mation Network], which allows govern-
ment, private sector, and nonprofit experts
to exchange information and discuss best
practices. While studies and expertise can
be exchanged on a voluntary basis using the
CIWIN platform, there is a lower degree of
openness to reveal information and data on
specific attacks on the part of the private
sector.

This is not to say that owners and operators
of energy networks in Europe are at cross-
purposes. By contrast, they all do share
the same goal of secure operation, a goal
whose accomplishment requires “openness
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and equal sharing of information between
operators, owners, and state authorities.”™
Nevertheless, there is a legitimate concern
among private sector entities about revea-
ling current vulnerabilities or past attacks:
if such information was made public, the
resulting negative publicity could result in
a decreased market share or a decline in
stock price. Accordingly, one limitation of a
purely voluntary as opposed to regulatory
approach to information sharing is that pri-
vate-sector operators face rational incen-
tives against full disclosure of the risks and
outcomes of cyberattacks.

EFFECTIVE PATTERNS OF INFORMATION
SHARING: THE CASE OF ESTONIA

In recent years, Estonia has succeeded in
breaking new ground in developing effective
patterns of public-private sector information
sharing about attacks and vulnerabilities in
information infrastructure. Accordingly, the
country could serve as a model for deve-
loping a framework of PPP cooperation on
information infrastructure—specifically in
the energy sector—across Europe.

Thanks in part to its unique comparative
advantage in (and dependence on} informa-
tion technology, and in part to its experien-
ces in responding to what is arguably the
world’s first major cyber attack against an
entire country in 2007, Estonia has pushed
its government to adopt clearly defined in-
formation security standards.

Systematically, the government has built
on its success in raising awareness in the
public sector by reaching out to private
sector as well. Stakeholders from across
government agencies as well as critical-

8 The need for a response on a broader European level to increase the protection of critical infrastructure was ac-
knowledged by the EU in 2004, when the Commission adopted a communiqué on critical infrastructure protection
in the fight against terrorism and a Green Paper on a European program for critical infrastructure protection. The
main principles and instruments of implementation were defined in the European Program for Critical Infrastructure
Protection (ENCIP) adopted by the European Council in December 2006. However, none of these documents were very
detailed in nature. It was not until 2008 that the first step-by-step approach to developing a common understanding and
framework for protecting critical infrastructure was set forth in a European Council directive.

9 Umbach, Critical Energy Infrastructure Protection, ibid.

19 European Commission, Position Paper of the TNCEIP on EU Policy on Critical Energy Infrastructure Protection

(Brussels: EC, November 2012)
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infrastructure operators and other pri-
vate sector companies were involved in
the process of drafting and implementing
the country’s first National Cyber Security
Strategy (2008-13).

Among many successful examples of pri-
vate-public partnerships in Estonia are: the
participation of telecommunication com-
pany representatives in the Cyber Security
Council (an advisory board to the National
Security Council) as well as the bringing to-
gether of IT managers and risk specialists
from the private and public sectors within
the framework of the Protection of Criti-
cal Infrastructure Committee, established
in 2011. These examples were reflected
elsewhere in the EU in 2012, when business
leaders were invited by the UK government
on a similar basis to work together on up-
dating the UK’s national Cyber Security
Strategy.

It is also worth mentioning one further e-
xample of a working model of private-public
cooperation in cyber security on a voluntary
(and individual) basis: the Cyber Defence
Unit of the National Defence League (Es-
tonia’s reserve military forces), which is
made up of IT and cyber related experts on
leave from their regular jobs for their re-
gular annual period of active military ser-
vice."" This unit has recently served as the
model for the Cyber Security Corps—a ra-
pid response team comprised of volunteers
from government, education and business
sectors related to cyber security—imple-
mented by the Michigan National Guard."

MOVING FORWARD: PPP AS A SOURCE OF
STABILITY IN A WORLD OF INSTABILITY

The status quo of insecurity regarding cy-
ber threats toward critical energy infra-

structure demands a new level of transpa-
rency beyond the intra-organizational level.
Instead, it is of national and international
strategic importance that corporate lead-
ers and shareholders agree to cooperate
and put their vulnerabilities on the table.
The private sector has to understand that
the price of “keeping silent and doing no-
thing to counter cyber threats is far greater
than the cost of having a strategic security
framework in place.””™ Moreover, public-
private cooperation is not a unidirectional
pathway of commands from the latter to
the former, but a win-win process that goes
in both directions. For companies, it is of
great interest to get early information on
government strategies, new mechanisms
and standards, legal amendments, and
so on, all of which affect their corporate
bottom lines—to say nothing of the stra-
tegic value of being present in, and help-
ing to shape, the policymaking process. Of
course, this latter possibility—namely, of
the extent to which companies can directly
influence decision-making—raises other
issues about distorted incentives for corpo-
rations to participate in the process. None-
theless, on the whole, when companies are
motivated—by the use of careful incentives
by government—to invest their resources
into developing better security measures,
they benefit both themselves and national
security at the same time.

TESTED MODELS AS GUIDELINES FOR
IMPROVING INFORMATION SHARING
PLATFORMS

As noted above, in the modern era, CEl de-
pends completely on data transmitted by
various types of information technology,
all of which are vulnerable to attacks that
create risks of energy supply disruption.
Estonia and countries like the UK and the

" Pernik, Piret, Tuohy, Emmet, Cyber Space in Estonia: Greater Security, Greater Challenges (Tallinn:, ICDS, August

2013)

2 Chabrow, Eric, “State Creates ‘Cyber National Guard™”, Data Breach Today, November 7, 2013, available at: http://
www.databreachtoday.com/interviews/state-creates-cyber-national-guard-i-2099
13 Brown, Mark, “Last Word: Action Station”, SC Magazine, August 2013, available at http://www.scmagazineuk.com/

last-word-action-stations/article/308570/
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US have demonstrated an effective model
for bringing private and public sector pla-
yers from different sectors and “teams”
onto the same playing field. This approach
has already given important results. It can
serve as a model role for other EU mem-
bers to make constructive use of existing
but underutilized platforms for information
sharing such as CIWIN. In such a way, play-
ers from both sectors in all European coun-
tries can help develop a true level playing
field at the European level, ensuring secu-
rity across a far greater area than ever be-
fore—and justin time before the next attack
strikes.

REFERENCES

Ashford, Warwick, “US Researchers Find
25 Security Vulnerabilities in SCADA Sys-
tems”, Computer Weekly, October 18, 2013;

Brown, Mark, “Last Word: Action Station”,
SC Magazine, August 2013;

Chabrow, Eric, “Smart Grid’'s Unique Secu-
rity Challenge”, GovInfo Security, July 2012;

European Commission, Position Paper of
the TNCEIP on EU Policy on Critical Energy
Infrastructure Protection (Brussels: EC,
November 2012);

Organization for Security and Cooperation
in Europe, Good Practices Guide on Non-
Nuclear Critical Energy Infrastructure Pro-
tection (NNCEIP) from Terrorist Attacks
Focusing on Threats Emanating from Cy-
berspace (Vienna: OSCE, 2013);

Pauna, Adrian, Malinos, Konstantinos, Lak-
ka, Matina, et al, Can We Learn from SCADA
Security Incidents?(Brussels: ENISA, Octo-
ber 9, 2013);

Pernik, Piret, Tuohy, Emmet, Cyber Space
in Estonia: Greater Security, Greater Chal-
lenges (Tallinn:, ICDS, August 2013);

Zetter, Kim, “Researchers Uncover Holes
That Open Power Stations to Hacking”
Wired, October 16, 2013;

Umbach, Frank, Critical Energy Infrastruc-
ture Protection in the Electricity and Gas In-
dustries - Coping with Cyber Threats to En-
ergy Control Centers (Berlin: ISPSW, 2010);

www.computerweekly.com;
www.enisa.europa.eu;
www.govinfosecurity.com;
www.scmagazineuk.com;

www.wired.com

ENERGY SECURITY: OPERATIONAL HIGHLIGHTS No 10




10

The Perils of Cyber-attacks
Against the Energy Industry

Maj. Remigijus Zilinskas and Mr. Lukas Trakimavicius

This article discusses the cyber attacks on the energy industry, which have become increasingly
sophisticated and dangerous over the last years. To this aim, some relevant examples of cyber
attacks to the Supervisory Control and Data Acquisition (SCADA) systems, which are essential
for the well functioning of energy companies, are illustrated. Additionally, the measures and
the policies adopted by the North Atlantic Treaty Organization (NATO) are analysed. In this con-
text, the NATO Enhanced Cyber Defence Policy and the NATO-Istanbul Cooperation initiative (ICI)
Table-Top Exercise (TTX) on the protection of critical energy infrastructure organized by NATO
Energy Security Centre of Excellent [ENSEC COE) are particularly meaningful. Therefore, this
article clearly shows how serious cyber attacks on the energy industry are nowadays and how
important protection and preparedness are for NATO member states.

INTRODUCTION

ver the past few years the Baltic Sea

region countries have been develo-

ping new projects related to Lique-

fied Natural Gas (LNG]) terminals to
improve their energy security. The LNG ter-
minal in Klaipéda (Lithuania) started working
in December 2014', whereas the LNG termi-
nal in Swinoujécie (Poland) is planned to be
ready for commercial use in May 20162 Esto-
nia and Finland also intend to build LNG im-
porting infrastructure in the nearest future.?
The construction of new LNG terminals will
benefit these countries by increasing the di-
versification of their gas supplies. However, it~ This article discusses the cyber-attacks
will also create security threats in the region.  against the energy sector by highlighting the

In the near future, cyber-attacks on critical
energy infrastructure (which the governmen-
tal agencies define as assets or systems
that contribute to the production, generation,
storing, transmission, or distribution of ener-
gy and that are essential for the functioning
of the society and of the economy] is one of
the main threats to the energy industry in the
Baltic Sea region. Throughout time, they have
become more sophisticated and dangerous.
Indeed, they can cause not only temporary
operational disturbances, but also great fi-
nancial harm and physical damage*.

Maj. Remigijus Zilinskas, NATO Energy Security Centre of Excellence, Vilnius

Maj. Remigijus Zilinskas (OF-3, LTU AJ is Subject Matter Expert at the NATO Energy Security
Centre of Excellence, Vilnius. He graduated from the Lithuanian Military Academy in 2000. Be-
sides military education and training, he has masters’ degrees in public administration and
international relations from the Lithuanian Law University and the International Relations
and Political Science Institute in Vilnius. He also attended a postgraduate course on defence
and security at the politico-strategic level at the European Institute of International Relations
(IERI) in Brussels, Belgium. He currently is a Ph.D. student at the Gen. Jonas Zemaitis Mili-
tary Academy of Lithuania and Vytautas Magnus University in Kaunas. His research interests
focus on security and defence studies, civil-military relations and public administration.
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efforts that NATO is making to counterba-
lance them. To this aim, this study is divided
into two sections. The first one focuses on the
attacks on the SCADA systems by providing
some relevant examples. The second sec-
tion analyses the measures and the policies
adopted by NATO in the field. In this context,
the Enhanced Cyber Defence Policy and the
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SCADA'S - THE ACHILLES’ HEEL OF THE
ENERGY INDUSTRY

Recent years have been marked by a signifi-
cant proliferation of cyber-attacks against
energy companies, which have become in-
creasingly sophisticated both in scope and
in scale. When this kind of offensive maneu-
ver against information and communication
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‘Shamoon’ malware covers its tracks by crippling infected systems after stealing data
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NATO-Istanbul Cooperation initiative (ICl)
Table-Top Exercise (TTX) on the protection
of critical energy infrastructure organized by
NATO Energy Security Centre of Excellent are
particularly meaningful.

technologies began in the late 1980s, attacks
simply aimed to disrupt the operational ca-
pabilities of energy companies by crashing
their computer software via coordinated bar-
rages of millions of requests. These actions

Mr. Lukas Trakimavicius, Independent Energy & Security Analyst

Lukas Trakimavicius is an independent energy and security analyst whose interests focus

on European, Eurasian oil and gas industries, Russian foreign policy and the Post-Soviet re-
gion. His work has been featured in books published by the Yale University Press, the Harvard
University Press as well as in publications such as The Hill or the World Politics Review. He
currently is an MSc student at the London School of Economics and Political Science. Lukas
holds a BA from the University of Exeter and has worked as an intern in the Doctrine and
Concept Development Division of the NATO Energy Security Centre of Excellence in Vilnius.

! Ceponyté, Jurgita, How will Lithuania’s LNG terminal work?, in Delfi, September 18, 2014, available at http://en.delfi.
lt/lithuania/energy/how-will-lithuanias-lng-terminal-work.d?id=65876624. See also Reuters, Lithuania installs LNG
terminal to end dependence on Russian gas, in Mail Online, October 27, 2014, available at http://www.dailymail.co.uk/
wires/reuters/article-2809932/Lithuania-installs-LNG-terminal-end- dependence Russian-gas.html

Z Radio Poland, Polish LNG terminal in Swinoujécie to open May ‘16, available at http://www.thenews.pl/1/12/
Artykul/221380,Polish-LNG-terminal-in-Swinoujscie-to-open-May-16

3Martevvicz, Maciej, Bujnicki, Piotr, Poland to Get Baltic LNG Terminal on Time as Costs Increase, available at http://
www.bloomberg.com/news/articles/2014-08-05/poland-to-get-lng-terminal-on-time-as-costs-discussed-pbg-says.
“Butrimas, Vytautas, National Security and International Policy Challenges in a Post Stuxnet World, in Lithuanian An-

nual Strategic Review, vol. 12, 2013-2014, p.12
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Figure 2. Stanlow Oil Refinery

Source: http://www.geograph.org.uk/photo/3667941

were known as distributed denial of service.

Nowadays, the energy industry has been
mainly threatened by two types of attacks®,
namely Night Dragon and Shamoon. Night
Dragon was a relatively unsophisticated cy-
ber espionage intrusion campaign, used
by Chinese hackers to steal sensitive in-
tellectual property from energy (oil, gas
and petrochemical] companies employing
technical attacks on their public-facing.’

Shamoon is the powerful computer
worm that in 2012 managed to infect
and delete the content of around 30,000
hard drives of Aramco, the Saudi Ara-
bian state-owned oil and gas company.®

Although Night Dragon or Shamoon can se-
riously damage energy companies, the grea-

Industries in the US under cyber-attack in 2012
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Figure 3. Industries in the US under cyber-attack in 2012

meta-chart.com

Source: https://ics-cert.us-cert.gov/sites/default/files/Monitors/ICS-CERT_Monitor_Oct-Dec2012.pdf

% North Atlantic Treaty Organization, Cyber Timeline, in NATO Review Magazine, available at http://www.nato.int/docu/

review/2013/cyber/timeline/EN/index.htm

® In this context, it is worth mentioning the Denial of Service (DDoS) attacks, which are another type of cyber hostility.

They overload and effectively shut down companies’ servers

7 Kirk, Jeremy, ‘Night Dragon’ attacks from China strike energy companies, available at http://www.networkworld.
com/article/2199766/network-security/-night-dragon--attacks-from-china-strike-energy-companies.htmtl

8 Clayton, Blake, Segal, Adam, Addressing Cyber Threats to Oil and Gas Suppliers, available at http://www.cfr.org/con-
tent/publications/attachments/Energy_Brief_Clayton_Segal.pdf. See also Bronk, Christopher Tikk-Ringas, Eneken,
The Cyber Attack on Saudi Aramco, available at http://www.iiss.org/en/publications/survival/sections/2013-94b0/
survival--global-politics-and-strategy-april-may-2013-b2cc/55-2-08-bronk-and-tikk-ringas-e272
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test threats to critical energy infrastructure
come from the cyber-attacks aiming at cau-
sing physical damage via the SCADA sys-
tems. First introduced in the 1960s, the SCA-
DA systems became widely used to monitor
and control various plants in several kinds
of industries such as telecommunications,
energy, and oil and gas refining. These sys-
tems have hugely improved the efficiency of
the supervision processes in these plants as
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means to be hijacked. Consequently, per-
formance, reliability and flexibility of SCADA
systems are robust, while their security is of-
ten weak.

The most notorious example of an attack
against a SCADA system in the energy indus-
try was Stuxnet, an extremely sophisticated
internet worm, allegedly created by the Uni-
ted States (U.S.) and Israel. Stuxnet managed

Distribution of cyber-attack techniques in February 2015
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Figure 4. Distribution of cyber-attack techniques in February 2015
Source: http://www.hackmageddon.com/2015/03/09/february-2015-cyber-attacks-statistics/

they are used to monitor temperature, pres-
sure, valve position, tank levels, actuators
and other equipment.

However, the main problem with these sys-
tems is security because they were initially
conceived to maximize functionality, with Lit-
tle attention paid to security. Some SCADA
systems can be easily reached through inter-
net or within radio range, while some others
with a so called ‘air gap’ (which means that
SCADA systems are physically disconnected
from the internet]) require more improvised

? Peretti,
available at

to infect the Iranian fuel factory systems in
Natanz through USB drivers because of ‘air
gaps’.” The 500-kilobyte internet worm suc-
ceeded in infecting 14 industrial sites in Iran,
including a uranium-enrichment plant, and
in seriously undermining Iran’s uranium pu-
rification efforts.

According to Ralph Langner', “the develop-
ment of Stuxnet did require nationstate re-
sources - especially for intelligence gathe-
ring, infiltration, and most of all for testing”."
Stuxnet demonstrated that the idea of attacks

Kimberly, Slade, Jared, State-Sponsored Cybercrime: From Exploitation to Disruption to Destruction,
http://www.alston.com/Files/Publication/0470bf82-1589-4200-be02-de03a3aea?5b/Presentation/

PublicationAttachment/35553890-a8aé-4eb5-b7bf-e6397539d409/14-183-State-Sponsored-Cybercrime.pdf

10 Ralph Langneris one of the responsible people for deciphering the code of Stuxnet.

" Langner, Ralph, To Kill a Centrifuge: A Technical Analysis of What Stuxnet’s Creators Tried to Achieve, available at
http://www.langner.com/en/wp-content/uploads/2013/11/To-kill-a-centrifuge.pdf
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emanating from the cyber space doesn’t be-
long to the realm of science fiction anymore.
It also made clear that nation states can
seriously undermine the energy security of
energy companies. Nevertheless, in spite
of the magnitude of Stuxnet, it is rather un-
likely that a nation could use similar worms'
against several countries at the same time.
The reason is that most hacker groups do not
possess the necessary capabilities to create
such malicious programs.

Although internet worms such as Stuxnet
are very difficult to create, a nation state or
a cyber-terrorist group could be able to de-
vastate the energy sector of an entire coun-
try with a single laptop thanks to the fact that
computer equipment has become affordable
in recent years. Indeed, if the intruder has the
technological know-how for infiltrating into a
SCADA system of a gas or oil pipeline, it could
generate false data and provoke a massive
explosion. Consequently, the intruder could
cause malfunction or even self-destruction
of pumping stations, catalytic crackers, fast-
spinning centrifuges or other kinds of equip-
ment.

Moreover, SCADA systems can also be affec-
ted by the so called 'logic bombs’."* A clear
example is the Siberian pipeline sabotage in
1982, when the US sold the Soviet Union a
chip triggering a very large explosion in the
Siberian pipeline that was supposed to bring
natural gas to the centre of the Union." The
‘logic bombs’ against pipelines are extremely
dangerous for the safety of states, especially
of those relying on only one pipeline like Lat-

via. As Economics Minister Vjaceslavs Dom-
brovskis said, “Latvia currently stands on an
‘energy island’; we have access to only one
gas pipeline, and a regional interconnection
is the only feasible solution, which will en-
sure energy independence”.'

HOW CAN NATO CONTRIBUTE TO THE
CYBER AND ENERGY SECURITY OF ITS
MEMBER STATES?

Protecting Critical Energy Infrastructure
(CEl) from cyber-attacks is very difficult. In-
deed, they can be defined as ‘black swans/,
namely “events or occurrences that deviate
beyond what is normally expected of a situ-
ation and that would be extremely difficult
to predict”.” Therefore, the most feasible
strategy for NATO to counteract cyber at-
tacks and to keep abreast with the rapidly
changing threat landscape is to adopt effec-
tive preventive measures. In order to do so,
NATO has adopted a new Enhanced Cyber
Defence Policy, which was endorsed by Al-
lied defence ministers in June 2014. NATO's
policy “establishes that cyber defence is
part of the Alliance’s core task of collec-
tive defence, confirms that international
law applies in cyberspace and intensifies
NATO’s cooperation with industry. The top
priority is the protection of the communi-
cation systems owned and operated by the
Alliance”."® The policy also defines the ne-
cessary procedures for assistance to Allied
nations, and the integration of cyber de-
fence into operational planning (including
civil emergency planning]. It outlines ways
to take awareness, education, training and

2 1 addition to Stuxnet, state-funded malwares like Havex, Sandworm, Black Energy, Regin and Cleaver also exist.

3 Butrimas, Vytautas, Ypatingos svarbos infrastruktdry kibernetinis saugumas, http://www.lsta.lt/files/semi-
narai/2015-01-29%20LMA_seminaras/03_Ypatingos%20svarbos%20infrastrukturu%20kibernetinis%20saugumas.pdf
‘ “Logic bombs are small programs or sections of a program triggered by some event such as a certain date or time,
a certain percentage of disk space filled, the removal of a file, and so on. For example, a programmer could establish a
logic bomb to delete critical sections of code if she is terminated from the company. Logic bombs are most commonly
installed by insiders with access to the system”.

Technology Institute, Security laboratory, available at http://www.sans.edu/research/security-laboratory/article/log-
bmb-trp-door

5 Since the late 1960s, the US technology (especially the computer one) development was envied by the Soviet Union
that lacked the industrial mindshare to match the US in innovation and research. Therefore, the Soviet Union decided
to purchase and copy the US technology, which allowed to maintain near parity by avoiding the exorbitant costs of
development.

Shein, Rob, Zero-Day Exploit:- Countdown to Darkness, Rockland: Syngress Publishing Inc., 2004, p. 3

1 En, Elta, Gas pipeline via Poland, Lithuania will end Latvia's energy dependence, in Lithuania Tribune, 10 October
2014, available at http://en.delfi.lt/nordic-baltic/gas-pipeline-via-poland-lithuania-will-end-latvias-energy-dependen
ce.d?id=66079816#ixzz3UgIX55TX

7 Financial Times, Definition of Black Swan, available at http://lexicon.ft.com/Term?term=black-swan
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Figure 5. Klaipéda (LTU) liquefied natural gas floating storage and regasification unit terminal or Klaipéda LNG FSRU |(
taken by NATO Energy Security Centre of Excellence, Dec 2014)

exercise activities, and encourages further
progress in various cooperation initiatives,
including those with partner countries and
international organisations. Finally, it “fore-
sees boosting NATO’s cooperation with in-
dustry based on information sharing and
cooperative supply chain management”."

The importance of the Enhanced Cyber
Defence Policy is also emphasized in the
NATO Wales Summit Declaration of 2015.
It stresses the commitment of the Allies to
further develop national cyber defence ca-
pabilities and to enhance the cyber secu-
rity of national networks upon which NATO
depends for its core tasks with the aim to
make the Alliance resilient and fully pro-
tected. The Declaration also identifies bi-
lateral and multilateral cooperation as the
key to enhance the cyber defence capa-
bilities of the Allies. Therefore, integrating
cyber defence into NATO operations and
operational and contingency planning, and

enhancing information sharing and situ-
ational awareness among Allies are major
goals to ensure NATO's cyber security.?

Additionally, in 2008 seven NATO nations?'
and the Allied Command Transformation es-
tablished a Cooperative Cyber Defence (CCD)
Centre of Excellence (CoE) in Tallinn, Esto-
nia. It is “a NATO-accredited research and
training facility dealing with education, con-
sultation, lessons learned, research and de-
velopment in the field of cyber security”.?? Its
mission is “to enhance the capability, coope-
ration and information sharing among NATO,
NATO nations and partners in cyber defence
by virtue of education, research and develop-
ment, lessons learned and consultation”. %

It is also worth noting that NATO provides
assistance mainly through its Computer
Incident Response Capability (NCIRC) Ra-
pid Reaction Team, which is the centre of
gravity of the Alliance’s fight against cyber

'8 NATO Multimedia Library, Cyberspace security, available at http://www.natolibguides.info/cybersecurity

% |bidem

20 NATO, Wales Summit Declaration, 2014, available at http://www.nato.int/cps/en/natohg/official_texts_112964.htm
21 The founding nations of the CCD COE are Estonia, Germany, Italy, Latvia, Lithuania, Slovak Republic and Spain. In
November 2015, Greece, Turkey and Finland joined the Centre. CCD COE, History, available at https://ccdcoe.org/his-

tory.html

22.CCD COE, About Cyber Defence Centre, available at https://ccdcoe.org/about-us.html

2 |pidem
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crime.? It was established as a result of
the NATO cyber defence policy, which was
revised by defence ministers in 2011. The
Team is in charge of assisting the mem-
ber states that ask for help in the event
of an attack of national significance.”®

Furthermore, cyber security is also an area
of work of the NATO Energy Security Centre
of Excellence ( ENSEC COE]) in Vilnius, Lit-
huania. It was established in 2012 and “ope-
rates as a widely recognized international
military organization with the aim of provi-
ding qualified and appropriate expert advice
on questions related to operational energy
security”.? Contributing to the request of
NATO Emerging Security Challenges Divi-
sion, the Centre organized and hosted the
NATO-Istanbul Cooperation initiative (ICl)
Table-Top Exercise (TTX) on the protection
of critical energy infrastructure on October
20-23, 2014. The event was open to NATO
members as well as to Istanbul Coopera-
tion Initiative (ICl) partner countries. The
main aim of the exercise was “to support
national authorities in building resilience
through improved disaster preparedness,
planning, prevention and response, while
strengthening their capability to manage
potential civil emergencies. Energy secu-
rity exercises are critical to maintaining and
strengthening relationships between busi-
ness sectors, national government institu-
tions and international organisations”.?

The exercise focused on several scenarios
involving the security of critical energy in-
frastructure and including Liquefied Natural
Gas [LNG) shipmentincidents, cyber risks for
energy-related port infrastructure, and the
information domain. Lectures on the energy
security awareness and on the protection of
critical energy infrastructure were also or-
ganized.”® This exercise is a perfect exam-
ple of the cooperation of different nations
and entities in order to prepare for eventual

cyber attacks against their energy industry.

CONCLUSION

Cyber attacks against the energy industry
have become increasingly dangerous and
sophisticated over the last few years. One of
the main reasons for this is that computer
equipment has become more affordable al-
lowing intruders to get the necessary means
to make a cyber attack. However, this is not
always the case since some internet worms
such as Stuxnet are very difficult to create.
Furthermore, the policies and measures
adopted by NATO in order to protect the
critical energy infrastructure of its mem-
ber states are very important in this regard.
For instance, the Enhanced Cyber Defence
Policy is particularly valuable, since it ‘con-
firmes that cyber defence is part of the Alli-
ance’s core task of collective defence’. Con-
sequently, the Alliance provides assistance
to its nations in the field in case of an attack
to their computer technology. Additionally,
the exercise on the protection of critical e-
nergy infrastructure organized by NATO EN-
SEC COE is a good example of how NATO and
Partner nations could prepare in advance to
counteract cyber attacks to their energy in-
dustry.
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Energy Infrastructure in
Asymmetric Wartare: The
Case of the “Islamic State”

Maj. Remigijus Zilinskas and Mr. Jan Ciampor

Over the last few years, asymmetric warfare has been strictly linked to the military activities of
violent non-state actors (VNSA). This article analyses asymmetric warfare with particular atten-
tion to energy infrastructure (El) and in relation to VNSA such as the so called “Islamic State” or
DAESH (IS) in Iraq and Syria. After investigating the energy infrastructure targeted by VNSA with
the help of the Global Terrorism Database, we discuss the attacks of the IS to energy infrastruc-
ture in the Middle East and the anti-IS military operation led by the United States. The analysis
demonstrates that specific measures must be adopted to counteract the military activities of
VNSA for which El is an important target to seriously weaken their opponents, namely state and

non-state actors.

INTRODUCTION

he recent surge in violence in the
Middle East, due to the military ef-
forts of the so called “Islamic State”
(IS)"in Iraq and Syria, requires policy
makers and military planners to consider the
importance of energy infrastructure (El) in
asymmetric warfare. We mainly refer to in-
frastructures related to energy extraction (oil
and natural gas wells, mines), transportation
(oil tankers, pipelines, road and rail carriers,

electric power lines) and conversion (refine-
ries, power plants). These infrastructures are
attractive targets of violent non-state actors
given their importance for states’ economy
and people’s well-being.? Therefore, it is nec-
essary that governments adopt appropriate
energy infrastructure protection measures.
These measures are activities that deter or
mitigate attacks against El caused by people,
natural disasters and accidents, and are con-
cerned mainly with the protection of infra-
structure and its capability to deliver antici-

Maj. Remigijus Zilinskas, NATO Energy Security Centre of Excellence, Vilnius
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Maj. Remigijus Zilinskas (OF-3, LTU Al is Subject Matter Expert at the NATO Energy Security
Centre of Excellence, Vilnius. He graduated from the Lithuanian Military Academy in 2000. Be-
sides military education and training, he has masters’ degrees in public administration and
international relations from the Lithuanian Law University and the International Relations
and Political Science Institute in Vilnius. He also attended a postgraduate course on defence
and security at the politico-strategic level at the European Institute of International Relations
(IERI) in Brussels, Belgium. He currently is a Ph.D. student at the Gen. Jonas Zemaitis Mili-
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" Also referred to as Islamic State of Iraq and the Levant (ISIL); Islamic State of Iraq and Syria (ISIS); Islamic State
of Irag and ash-Sham; or Daesh. In spite of its name, the nature of the actor is ‘non-state’. Its statehood is self-pro-

claimed and not diplomatically recognised.

2 As used by Williams P. Violent Non-State Actors and National and International Security. 2008.
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pated services.?

In this context and considering the challen-
ges in differentiating between various armed
actors, we adopt the broader term “violent
non-state actors” (VNSA). These latter [e.g.
terrorist groups, insurgents and paramilitary
forces)* have asymmetric power capabilities
if compared to their opponents, namely state
and non-state actors. Asymmetryisinterpret-
ed as a wide disproportion of power between
the warring parties, primarily in military and
economic resources and capabilities. The
asymmetry is essentially due to three condi-
tions. The first one is that power disparities
are not marginal but extreme. The second
condition is that the extreme imbalance in
resources available to the parties is compen-
sated by the imbalance in resources needed
to effectively confront the enemy. Finally, the
higher power resources of the stronger ac-
tor lead to asymmetric high damage and high
number of victims of the weaker actor. °

Also, when speaking about VNSA and asym-
metric warfare, we mainly refer to militant
insurgent and terrorist groups. According
to the U.S. Department of Defense, both in-
surgency and terrorism involve the unlawful
uses of violence with the aim to seize, nul-
lify, or challenge political control of a region
and/or extract political concessions that are
unattainable through less violent means.® Al-

19

though terrorist and insurgent groups have
traditionally been considered as distinct,
some authors claim that the differences bet-
ween the two have become less evident.” By
using the framework of VNSA, we strive to
overcome ambiguities in definitions and try to
place these acts in a context of a more comp-
lex reality.

In this article, we discuss the relevance of
energy infrastructure in asymmetric warfare.
In so doing, we first analyse the El targeted
by VNSA in general with a focus on contem-
porary VNSA and their military activities con-
cerning El. To this aim, the Global Terrorism
Database has been used.® Then, we analyse
the recent military operations of the IS re-
lated to El in the Middle East and the anti-IS
military operation led by the United States.

TARGETING ENERGY INFRASTRUCTURE

In their struggle against a ruling authority or
in their effort to establish an autonomous na-
tional territory, VNSA use a broad spectrum
of tactics, including blackmail, kidnappings,
covert political and military operations, coer-
cion, assassinations of government officials,
and direct attacks against military person-
nel and officials. Additionally, attacks against
energy infrastructure represent an attrac-
tive measure to strike the enemy interests
and to weaken their military capabilities.

Mr. Jan Ciampor, Centre for Energy Studies, Brno

infrastructure protection.
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3 Radvanovsky R. and McDougall A. Critical Infrastructure: Homeland Security and Emergency Preparedness. 2010.
“Williams P. Violent Non-State Actors and National and International Security. 2008.

% Stepanova E. Terrorism in Asymmetrical Conflict: Ideologies and Structural Aspects. 2008.

bu.s. Department of Defense. Department of Defense Dictionary of Military and Associated Terms. 2015.
”Moghadam A., Berger R. and Beliakova P. Say Terrorist, Think Insurgent: Labeling and Analyzing Contemporary Ter-

rorist Actors. 2014

8 START. Global Terrorism Database. 2015; Attacks against energy infrastructure are coded under “Utilities”
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Pakistan 515
Colombia 239
Iraq 171
Yemen 158
India 56
Philippines 54
Nigeria 50
Egypt 41
Turkey 28
Algeria 23
Afghanistan 21

Figure 1. Number of asymmetric attacks against El by country

Source: START. Global Terrorism Database. 2015.

Energy systems are a source of economic
power but also a source of weakness. In
many countries wherein asymmetric attacks
have occurred, El was an important target or
an instrument of warfare. The reasons for
this are essentially three. Firstly, the entire
infrastructure behind oil and refined prod-
ucts industry is quite complex and is vulner-
able to exploitation and damage by VNSA with

belligerent purposes. For example,
refined products that are transported
by truck (e.g. truck convoys over long
distances) are specifically relevant in
this context. Trucks carrying explo-
sive fuels represent an easy target for
VNSA. Theycanbe hijacked asasource
of revenues or used as a weapon with
substantial explosive capacity. Even
small amounts of gasoline would be
enough to cause a significant damage.
In this context, it is worth mentioning
the analysis of the Army Environmen-
tal Policy Institute that concludes that
10-12% of total casualties for the U.S.
Army in Afghanistan and Iraq were re-
lated to supply operations, mostly fuel
and water transport.” Also, according
to the U.S. Transportation Command
(USTRANSCOMY], ground convoys were
attacked 1,100 times in 2010. These
numbers do exclude convoys moving
along the fuel supply lines between
operating and patrol bases. Between
2003 and 2007 in lraq and Afghanis-
tan, more than 3,000 Army person-
nel and contractors were wounded
or killed in action from attacks on
fuel and water resupply convoys.™

Secondly, asymmetric attacks against

energy export infrastructure such as

pipelines can lead to considerable

revenue losses for the central go-
vernment, and thus can substantially weaken
its military capabilities. Oil can also be si-
phoned directly from pipelines to either fuel
the VNSA forces or to sell the commodity to
finance military activities. Centralized energy
systems controlled by the government might
also attract asymmetric attacks in order to
damage the government’s credibility in the
eyes of its citizens and potential investors.
In so doing, it can undermine its funding and
economic stability. For instance, the VNSA

? Army Environmental Policy Institute. Sustain the mission project: Casualty factors from fuel and water resupply con-
voys. 2009, p. 17; Sullivan P. The Energy-Insurgency Revolution Nexus: An Introduction to Issues and Policy Options.

2014.

19U.S. Army. DLA Energy FY 2010 Net Sales in Afghanistan, BAH Final Report. 2010; for general information on fuel
sales; data on actual price provided by the Department of Defense, Office of the Under Secretary of Defense/Comptrol-
ler. Energy for the warfighter: Operational energy strategy Retrieved from http://greenfleet.dodlive.mil/files/2011/06/

OSD_op_energy_sttgy_rpt_to_congress_sm.pdf
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such as the Revolutionary Armed Forces of
Colombia (FARC) have carried out at least
239 attacks against El, particularly pipe-
lines such as the Cano Limon-Covenas oil
pipeline', the second most important pipe-
line in the country. In Pakistan, the Balochs
insurgents have carried attacks on govern-
ment and on foreign companies’ infrastruc-
ture such as gas pipelines and transmission
towers. Since 2000, there have been at least
515 attacks against El in Pakistan and seve-
ral blackouts caused by attacks against EI."

Thirdly, VNSA operating in oil rich regions
such as the Middle East and North Africa
(MENA] pose a threat to stability of global e-
nergy prices. These groups, such as al-Qaeda
cells, expressed interest in attacking El tar-
gets in the past. Economic warfare against El
received higher priority in al-Qaeda’s strategy
after the U.S. intervention in Afghanistan and
Irag in the early 2000s. Al-Qaeda called for
economic jihad against energy infrastructure
in order to weaken Western military capabili-
ties, since oil dependency is perceived by al-
Qaeda as the West's greatest strategic vulne-
rability.”® In the period between 2000 and 2014,
463 attacks against El took place in the MENA
region, mostly in Irag and Yemen. In 2006, al-
Qaeda attempted to attack the world’s largest
oil producing center Abgaiq in Saudi Arabia.™
If the attack had been successful, it would
have not only crippled Saudi oil production,
but it would also have harmed the interests of
Western countries by disrupting the global oil
market with an inevitable increase of prices.

“ISLAMIC STATE” - A CASE OF El IMPOR-
TANCE IN ASYMMETRIC WARFARE

IS is a militant movement that has pro-
claimed itself as the Caliphate in the ter-
ritory of western Irag and eastern Syria
- territories encompassing about six and

E START. Global Terrorism Database. 2015.
Ibid.
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a half million residents. The group has
demonstrated the ability to conduct asym-
metric warfare across large swathes of
territory and has also engaged in conven-
tional military battles against Syrian and
Iragi forces. In addition, after occupying
the territory for a certain period, IS has
shown the ability to rule the area, adminis-
ter social services and even collect taxes.™

One of the features of IS warfare is targe-
ting energy infrastructure. IS forces have
been vandalizing Kurdish oil infrastructure
in northern Iraq in order to deny the Kurd
autonomous government a major source of
revenue.' In March 2015, IS militants set oil
wells on fire near the city of Tikrit, in order
to thwart an attack by Shi‘ite militias and
government forces.!” For a long time, one
of the strategic targets of IS military forces
has been the Baiji refinery, the largest one in
Iraqg. Since June 2014, when the IS captured
the city, the belligerents have continuously
been fighting over this strategic asset. In
May 2015, IS militants took control of a part
of the refinery complex and cut supply lines
to a group of government forces. Later in
May, IS forces set large parts of the refinery
on fire, in an effort to thwart advancing go-
vernment forces.'® The Baiji refinery still re-
mains one of the most important economic
assets in Iraq. Before June 2014 it produced
about half of Iraq’s refined products. In addi-
tion to the lost export revenues, Bagdad was
forced to import hundreds millions of dol-
lars” worth of fuel. As a result, the Iraqi go-
vernment and its military capabilities have
been critically hampered by IS’ activities.

In addition to attacking El, IS has been sei-
zing and operating significant oil and gas
networks in both Syria and Iraq. Since 2014,
IS has made strategic efforts to take control
of the regional oil production capacities. It

13 Toft P, Duero A. and Beliaskus A. Terrorist targeting and energy security. 2010.

4 START. Global Terrorism Database. 2015.

> STRATFOR. The Difference between Terrorism and Insurgency. 2014.

1 Daly J. C. K. “The Islamic State’s Oil Network”. Terrorism Monitor. 2014, p.7-10.

7 Hameed S. and Evans D. “Islamic State torches oil field near Tikrit as militia advance”. Reuters. 2015.
'8 Al Jazeera. “ISIL fighters set Iraq’s Beiji oil refinery ablaze”. 2015

1% Gordon M. R. “Iragi Forces and Shiite Militias Retake QOil Refinery from ISIS™. NY Times. 2015.

ENERGY SECURITY: OPERATIONAL HIGHLIGHTS No 10




TURKEY To Ceyhan 0km 150
= E———
",{—f
Najma-"4
Al Qaiyarah# IRAN
SYRIA Bai Hassén
\_\
G, W
2 [ /’/Tr
ey ¢
Akkas B
;
X Baghdad
I East Baghdad
IRAQ ™ U M "=sddrah
JoRaN \ Do s )
< L3 §
N o 7~ Ahdab U Missan. [[\Missan
{ ..-;\_,_)“ 3 = 2Group
p © Ve
= y\ B \
/ 2\ \ Halfoya
{ ) \
/ 7 Ghorfaf  \
J’: f P&fc A~7 \(\..-._._-"/ [ .
7 I'f e >, P West Qurnd Majnoon
Oil field | A e . ( Nahr Umr
[ / - 11 |Basrah
——  Oil pipeline i e ——
pip f R&;mr.uh:.l.- @ "
——- Qil pipeline (not in operation) / ; /” Zubair
] '
I 4
& Gas/condensate field % The
J wwar
[l taree refinery SAUDI ARABIA I

Y

This map is without prejudice to the status of or sovereignty over any territory, to the delimitation of international frontiers and boundaries and to the name

of any territory, city or area.

Figure 2. Iraq hydrocarbon resources and energy infrastructure

Source: IEA. World Energy Outlook. 2012.

has launched several military operations in
key areas of northern Iraq, seized several oil
fields and small refineries and, above all, it
has fought over the aforementioned Baiji re-
finery until October 2015, when it definitely
lost control over it." With an estimated daily
production of as much as 50 000 - 100 000
barrels of oil, IS makes several million dol-
lars every day,® making oil revenues IS’
main source of funding.? Oil sales are made
on the black market, where oil is sold at lo-

wer prices, although generating large cash
flows.

Considering that oil sales have been IS" main
source of funding, one of the priorities of the
U.S.-led Operation Inherent Resolve has
been focused on targeting the group’s oil
infrastructure with air strikes, thereby re-
ducing its financial resources and ability to
conduct operations and wage war. This has
been particularly important in the absence

2 Daly J. C. K. “The Islamic State’s Qil Network”. Terrorism Monitor. 2014, p.7-10.
21 Shatz H. J. “How ISIS funds its reign of terror”. New York Daily News. 2014,
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of ground forces, which the U.S. and its al-
lies have been reluctant to commit with.
Meanwhile, much oil-related infrastructure
is easily identified and targeted from aerial
and satellite photography. In the period bet-
ween June 2014 and November 2015, the
air strikes destroyed 260 oil infrastructures
across Syria and Irag,?? causing IS conside-
rable financial hardship.

CONCLUSION

Violent non-state actors employ a broad
spectrum of tactics in their military effort
against the enemy whether it is a govern-
ment or an international company. Accor-
ding to our findings, attacks against energy
infrastructure, which are potentially vulne-
rable and critically important elements of
society, are therefore an attractive target or
an instrument in asymmetric warfare. Ta-
king into consideration the aforementioned
facts, we have come to the following conclu-
sions.

Firstly, energy infrastructure can be used as
a physical weapon itself, or can be targeted
in order to exert pressure on governments
or discredit their legitimacy. Secondly, VNSA
also directly target the operations of foreign
companies whom they perceive as exploiters
of local communities and energy riches, and
thus want to expel them from their territo-
ries. Thirdly, VNSA have expressed profound
interest in energy infrastructure. Control
over oil wells and other El generates sub-
stantial revenues and provides the actors
means to continue with their military ef-
forts. In addition, El has been considered as
an attractive military target for VNSA forces.

Fourthly, in counter-insurgency operations,
specific measures must be taken in the area
of critical energy infrastructure protection.
Considering that VNSA tend to attack the
fuel supply lines of the enemy forces (e.g.
truck convoys, storage depots and distribu-
tion centers), substantial efforts must be
put into protecting these infrastructures in
order to avoid loss of lives, supplies, com-
bat power and financial resources. Coun-
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terinsurgency operations and asymmetric
conflicts have thus increased the number of
challenges to logistics forces.

Lastly, since energy resources are used by
VNSA as a significant source of revenues,
military efforts should be directed towards
such targets in order to cut the belligerent
actors’ financing and thus hamper their
military capabilities. Moreover, the go-
vernments threatened by local VNSA must
develop measures to protect energy infra-
structure and make their energy systems
resilient. Protecting El is essential for main-
taining national military capabilities, social
stability and welfare.
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Ensuring Energy Security
in NATO: a Sociological
Approach

Dr. Sigita Kavaliunaité, Dr. Dainius Genys, and Dr. Tiziana Melchiorre

This article analyses the measures adopted by the North Atlantic Treaty Organization (NATO) to
ensure energy security by trying to define its role in the field. To this aim, this study uses Ronald
Inglehart’s sociological approach with a focus on materialist and postmaterialist values. These
latter can be identified in the dynamics of NATO’s transformation process and growing attention
to energy. Indeed, during the last decade, NATO’s main aim in the field was to achieve a more
efficient use of energy in the military sector by increasing its efforts to secure energy supply. In
so doing, NATO valuably and profitably contributes to the field of energy security in the North-
Atlantic area. At the same time, its strategies and policies do not create any duplication of other
international actors that also deal with energy, such as the European Union (EU), which is one of
NATO’s most important partners.

INTRODUCTION

nsuring energy security has become a  suring energy security is a priority for states,
hot topic on the agenda of the North  and in 2014 the Ukrainian crisis made this is-
Atlantic Treaty Organization (NATO)  sue even more urgent.? In this context, energy
over the last decade. The ‘gas wars"  efficiency is seen as an important instrument
between Ukraine and Russia in 2005-2006 to reinforce energy security because more
and in 2009" clearly demonstrated that en-  efficient use means having more energy re-
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"The Orange Revolution in 2004, which was caused by protests against the corruption in the presidential elections,
spelt the end of the preferential rates for Russia. Ukraine demanded higher prices for gas transit, while Russia insisted
on higher prices for gas consumed by Ukraine. Negotiations remained deadlock and in 2005 Gazprom cut off sup-
plies. Three days later, a comprise five-year deal was signed, but in 2009 gas supplies to Ukraine and to Europe were
suspended for about two weeks because of debts and of re-emerged irreconcilable differences over prices. After long
negotiations, new contracts were signed and supplies were resumed (Telegraph, November 1, 2011)

ZAlready in the Twentieth century, some events had made it clear that energy supplies could not be given for granted.
The oil embargo in 1973 served as a turning point in global and domestic markets because it showed that energy sup-
plies could be disrupted and that energy prices could not be always affordable. (Bahgat, 2011; Looney, 1992).
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serves at disposal. At the same time, it also
has multiple positive consequences in the
military field, such as the reduction of the
logistic footprint, the increase in the opera-
tional capabilities of troops (e.g. by reducing
the need for fuel and water convoys and, con-
sequently, decreasing escorts and casual-
ties), the increase in the level of the energy
security of operations (e.g. by reducing the
risk related to reliance on fuel delivery), the
reduction in the cost of the energy supply
chain, the limitation of the carbon footprint
of Armed Forces, and other related environ-
mental protection and resource conserving
gains.

Given this background, the research ques-
tions on which this paper investigates are the
following ones. What measures has NATO
adopted to increase energy security in the
area of its concern? Can these measures be
explained with a sociological approach? Gi-
ven the kind of measures that it adopts, what
is the role of NATO in the field of energy?

In order to answer these questions, the dis-
cussion will focus on the following two con-
cepts, which are defined according to the
International Energy Agency’'s approach?®.
Energy security is “the uninterrupted availa-
bility of energy sources at an affordable price”
(International Energy Agency, 2015). Energy
efficiency, which is strictly linked to the en-
ergy security concept, “is a way of managing
and restraining the growth in energy con-
sumption. Something is more energy effi-
cient if it delivers more services for the same
energy input, or the same services for less

energy input” (International Energy Agency,
2015).

From a theoretical perspective, this article
will use Ronald Inglehart’s sociological ap-
proach while breaking away from it in one as-
pect. While Inglehart’s theory focuses on the
political, economic and cultural differences
between states, this article does not since
a deeper and more complex study would be
necessary. Therefore, this article will adopt a
more simple approach by considering NATO
as a whole.

This paper will be divided into three sections.
The first one is an overview of the main as-
pects of Inglehart’s theory that will be applied
to the case of NATO in the field of energy.
The second section discusses the measures
adopted by NATO to ensure energy security
in the context of Inglehart’'s theoretical ap-
proach. Finally, the third section analyses and
defines the role of NATO in the field.

RONALD INGLEHART’S THEORY

Ronald Inglehart’s theory says that “econo-
mic development, cultural change and po-
litical change go together in coherent and,
to some extent, predictable patterns” (Ingle-
hart, 1997). He argues that certain changes
are foreseeable because some socioecono-
mic trajectories are more likely than others.
This is the case of industrialization, which is
accompanied by mass mobilization and di-
minishing differences in gender roles. Indus-
trialization is part of modernization, which
Inglehart defines as “the overwhelming eco-
nomic and political forces that drive cultural

Dr. Dainius Genys, Energy Security Research Centre, Vilnius
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3The International Energy Agency was the result of a process initiated by the Washington Energy Conference in 1974 in

response to the 1973 crisis (Culshaw et al, 2015)
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change” (Inglehart et al, 2000], together with
“occupational specialization, bureaucratiza-
tion, centralization, rising educational le-
vels and a configuration of beliefs and values
closely linked with high rates of economic
growth” (Inglehart, 1995). However, Inglehart
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ponent of Inglehart’'s theory. Materialist va-
lues are stability, security, physical integrity,
economic and military strength. Postmate-
rialist values are higher quality of life, ideas,
greater citizen involvement in decision-ma-
king at government and community levels,

Figure 1. Map of the States covered by the NATO Pipeline System

Source: Presentation of NATO ENSEC COE Deputy Director, LTC Nicolas Henry during workshop “Hybrid threats: overcom-
ing ambiguity, building resilience”, September 10- 11, 2015, Vilnius

says that advanced industrial societies expe-
rience postmodernization, namely a 'second
syndrome of changes’ in which economic
growth becomes less central, while cultural
and institutional changes occur. They empha-
size the quality of life and democratic politi-
cal institutions (Inglehart, 1995).

This paper focuses in particular on the ma-
terialist/postmaterialist value priorities com-

and environmental protection. Inglehart con-
ceptualizes materialist and postmaterialist
values on a single continuum with materialist
values at one end and postmaterialist ones at
the other one. The centre of the continuum
is characterized by a mix of both sets of values.
(Inglehart, 1997; Braithwaite et al, 1996).
While materialist values prevail in moderni-
zation, postmaterialist values prevail in post-
modernization.
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ENERGY SECURITY AND EFFICIENCY
DYNAMICS IN NATO

NATO* has evolved from where it was in both
1949 and the 1990s. In 1949, when it was
founded, the defence of the member states’
territory according to art.5® of the Treaty was
the main worry of the Allies. The fear of a
military attack from the Soviet Union was felt
as real during the Cold War. Therefore, ac-
cording to Inglehart’s theoretical approach, in
1949 the materialist values prevailed (there-
fore modernization] because physical integ-
rity (which is here intended as the territorial
defence of states) was a priority. To this aim,
the guarantee of fuel supply to NATO Armed
Forces was of utmost importance. The estab-
lishment of the NATO Pipeline System (NPS)
served and still serves this purpose. It con-
sists of ten distinct storage and distribution
systems for fuels and lubricants. It is ap-
proximately 12,000 kilometers long and has
a storage capacity of 5.5 million cubic metres
(NATO, 2012).

Furthermore, during the Cold War, economic
growth was particularly important. Indeed,
the question of whether East or West was the
better society could be decided by which one

achieved the greatest economic growth (In-
glehart, 1995). The arms and the space races
between the United States (US) and the So-
viet Union are good examples of the impor-
tance that economic growth had during the
Cold War. In the context of the arms race in
particular, NATO had a special place because
it was the organization in charge of deploying
advanced Armed Forces.

In the 1990s, the collapse of the Soviet U-
nion deeply changed the geopolitical asset
of Europe, provoking an identity dilemma
in NATO.¢ However, the Alliance was able to
reformulate itself as an organization which
successfully stretched out to include former
adversaries in Eastern and Central Europe.
In so doing, it constructed for itself an iden-
tity as a promoter of democracy also in the
former Soviet area of influence (Flockhart,
2011). In this period, focus on postmateria-
list values prevailed (therefore postmoder-
nization] with the quality of life becoming
increasingly relevant. The changes occurred
in the geopolitical asset of the international
system were accompanied by economic and
cultural changes, which led NATO members
to focus on the core values of the organiza-

4n 1949, there were 12 founding members of the Alliance: Belgium, Canada, Denmark, France, Iceland, Italy, Luxem-
bourg, the Netherlands, Norway, Portugal, the United Kingdom and the United States. The other member countries
are: Greece and Turkey (1952), Germany (1955), Spain (1982), the Czech Republic, Hungary and Poland (1999), Bulgaria,
Estonia, Latvia, Lithuania, Romania, Slovakia, Slovenia (2004), and Albania and Croatia (2009) (NATO, 2015)
5According to art.5 of NATO, “The Parties agree that an armed attack against one or more of them in Europe or North
America shall be considered an attack against them all and consequently they agree that, if such an armed attack
occurs, each of them, in exercise of the right of individual or collective self-defence recognised by Article 51 of the
Charter of the United Nations, will assist the Party or Parties so attacked by taking forthwith, individually and in concert
with the other Parties, such action as it deems necessary, including the use of armed force, to restore and maintain the
security of the North Atlantic area. Any such armed attack and all measures taken as a result thereof shall immedi-
ately be reported to the Security Council. Such measures shall be terminated when the Security Council has taken the
measures necessary to restore and maintain international peace and security” (NATO, 2015a)

¢ Many discussions have been held among scholars and experts about the opportunity to maintain NATO alive. For
instance, in the field of international relations, neorealists criticize institutional neoliberals for having underestimated
the importance of institutions established to strengthen the security of states. Neorealist Mearsheimer argues that
this is due essentially to the fact that the relationship between Europe and the USA has not changed after the end of the
Cold War and NATO still provides stability on the European Continent. Mearsheimer states that “America has continued
to serve as Europe’s pacifier by maintaining a significant military presence on the continent and keeping NATO intact”.
Also, “most Europeans have not only welcomed America’s continued presence in their midst, but they have largely
accepted the idea that the United States has a moral and strategic responsibility to run the world”. Waltz agrees with
Mearsheimer as he says that one of the reasons explaining the survival of NATO is the willingness of its members to
continue supporting their common values. Waltz also states that the most important reason of NATO's survival is that
the United States wants it.

Waltz, K. (2000). Structural Realism after the Cold War. International Security. vol. 25(1). pp.18-26. See also
Mearsheimer, J. (2010). Why is Europe peaceful today?. European Consortium for Political Research. Chicago: Uni-
versity of Chicago. p.2. For further discussions, see Melchiorre, T. (2014). Regional cooperation organizations in a
multipolar world. Comparing the Baltic and the Black sea regions. Acta Universitatis Stockholmiensis. Stockholm
Studies in Economic History 63. pp.22-24 and Mastny, V. (1999). NATO at Fifty: Did NATO Win the Cold War? Looking
Over the Wall. Foreign Affairs (May/June). Retrieved from https://www.foreignaffairs.com/articles/1999-05-01/nato-
fifty-did-nato-win-cold-war-looking-over-wall
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tion constituting its identity. They are peace
among states, freedom, and the principles
of democracy, individual liberty and the rule
of law. They seek to promote stability and
well-being in the North Atlantic area (NATO,
2015a).

In the 21¢t century, NATO is a synthesis of
materialist and postmaterialist values, and
therefore of both modernization and post-
modernization. Modernization is due to three
elements. Firstly, in 2004 NATO enlarge-
ment, which was the result of the geopolitical
changes occurred after the end of the Cold
War, opening the opportunity of including for-
mer adversaries into the Alliance. Secondly, in
2014 the Ukrainian crisis made the necessity
of the Allies to protect their territory urgent
again. This is especially true for the states
that had belonged to the Soviet sphere of
influence. Thirdly, new NATO members con-
tinued the democratization process that had
already begun in the 1990s. Postmoderniza-
tion is due to the persistence of the founding
values of the Alliance, which have been dis-
cussed above. They are contained not only
in the Treaty of the Alliance, but also in the
2010 Strategic Concept’, which “restates our
[of NATO member states] firm commitment
to keep the door to NATO open to all Euro-
pean democracies that meet the standards
of membership, because enlargement con-
tributes to our goal of a Europe whole, free
and at peace. (...] NATO member states form
a unique community of values, committed to
the principles of individual liberty, democra-
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cy, human rights and the rule of law.”®

In this context, it can be argued that while
energy security as a whole is attributable to
modernization, one of its dimensions, namely
energy efficiency’, is instead part of the post-
modernization process. The reason is that
energy security as a whole is necessary for
survival and better life possibilities, while its
energy efficiency dimension is evolving and
gaining importance in more economically
developed societies. Energy security is beco-
ming increasingly relevant in the NATO of the
21%t century. It is one of the most important
challenges of this century. For this reason,
during the last decade, NATO included the
notion of energy security in its framework
step by step.’” The Wales Summit in 2014
is particularly meaningful since it stresses
the necessity for the Allies of continuing to
consult and further develop their capacity to
energy security. In particular, they “will en-
hance our [of the Allies] awareness of en-
ergy developments with security implications
for Allies and the Alliance; further develop
NATO’s competence in supporting the pro-
tection of critical energy infrastructure; and
continue to work towards significantly im-
proving the energy efficiency of our military
forces (...)” (NATO, 2014a). Additionally, the
Strategic Concept that was adopted during
the Lisbon Summit in 2010 emphasizes the
necessity to protect the “vital communication
transport and transit routes on which inter-
national trade, energy security and prosperity
depend”. (NATO, 2014a). Therefore, it is clear

7 “The Strategic Concept is an official document that outlines NATO's enduring purpose and nature and its fundamen-
tal security tasks. It also identifies the central features of the new security environment, specifies the elements of the
Alliance’s approach to security and provides guidelines for the adaptation of its military forces”.

NATO. (2014). Strategic Concepts. Retrieved from http://www.nato.int/cps/en/natohq/topics_56626.htm

8 The aim of the 2010 Strategic Concept is to well define the role of NATO after its identity crisis in the 1990s.

NATO. (2010). Active Engagement, Modern Defence. Strategic Concept for the Defence and Security of the Members of
the North Atlantic Treaty Organization. Adopted by Heads of State and Government at the NATO Summit in Lisbon 19-20
November 2010. See also Flockhart, T. (2011)

? Henry, N. (2015), Editorial. In Energy Security: Operational Highlights, NATO Energy Security Centre of Excellence,
n.9,p.2

10 NATO first referred to energy security in its 1999 Strategic Concept which stated that NATO's security could be af-
fected not only by an attack to one of its Allies, but also by other factors, such as the disruption of the flow of vital
resources. The Riga Summit in 2006 stressed the necessity of playing a role in the field. In 2008, the Bucharest Summit
was the next step in the definition of a NATO acquis in the field of energy security. The Allies identified the principles
governing NATO's approach in the field and outlined options and recommendations for further activities.

Stepper, P., Szalkai. (Winter 2014-2015). NATO's Energy Security Agenda and its Possible Applications in the South
Caucasus. Caucasus International. Vol.4(3-4)
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that dealing with energy security is essential
for NATO especially since some of its mem-
ber states (e.g. Estonia, Latvia and Lithuania)
are over dependent on foreign energy supp-
liers, especially from Russia. This has been
particularly clear with the Ukraine crisis in
2014, which has shown again that energy dis-
ruptions are possible and that the shortage
of energy supplies could jeopardize the life of
people in NATO's member states. Thus, the
awareness of the risks for its members has
pushed NATO to develop a kind of acquis for
energy security, which is contained in its of-
ficial documents like the Strategic Concepts
and the Declarations. Beside the traditional
forms of political consultations, NATO has
institutionalised expertise generation and in-
formation sharing on energy security issues
through the activities of NATO Energy Secu-
rity Centre of Excellence (NATO ENSEC COE)
in 2012 (NATO, 2014a). It is “a widely recog-
nized international military organization with
the aim of providing qualified and appropriate
expert advice on questions related to opera-
tional energy security” (NATO Energy Secu-
rity Centre of Excellence, 2015). Its mission
includes searching for and developing cost
effective solutions for the support of mili-
tary requirements and energy efficiency in
the operational field, and interactions with
academia and industry (Czulda et al, 2015).
NATO ENSEC COE focuses, inter alia, on pro-
moting energy innovations in the military by
testing its innovative technologies in military
units, trying to affect the ‘culture’ of energy
consumption in the military and proposing
tools for a better energy consumption mana-
gement. In this context, the project “Energy
Efficiency: Cultural Change” is particularly
interesting since it aims to identify the cul-
tural means which facilitate (or hinder) tur-
ning energy into a critical enabler for mili-
tary operations and an efficient capability in
power projection in areas of concern to NATO.
Identifying these cultural means should al-
low NATO to strengthen and expand the cul-
ture of energy efficiency within militaries. In
addition, behaviours sustaining enhanced
energy efficiency in military should produce
budget savings - without limiting operatio-
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nal capabilities - and produce other multiple
positive consequences. The project is divided
into two main parts. The first (completed)
one consists of theoretical research aiming
at creating ‘cultural change’ enablers and
models. The second part includes field and
practical research, which will test theoreti-
cal models within the Euro-Atlantic military
community (e.g. interviews, workshops, sur-
veys, discussions, etc). It will be developed
by probing military stakeholder’s views while
mapping their level of awareness about ener-
gy efficiency issues, developing interactive
environment (e.g. through advanced research
workshops] and recommendations in respect
of tools that lead to behavioural change as a
precondition for turning energy into military
capabilities” enabler.

Figure 2. Advanced Research Workshop “Towards Energy
Efficiency Through Behaviour Change in the military”,
November 3, 2015, Vilnius, NATO ENSEC COE

Another example is NATO’s Smart Energy
Team [SENT]" that was launched at the end of
2012 to advance energy efficiency in the mili-
tary. This Team is part of NATO's Smart Ener-
gy programme. Since 2011, it has been trying
to find ways to improve the energy efficiency
of Allied Armed Forces through a wide range
of technologies and techniques, such as in-
creased use of renewable energy and better
energy management. SENT's first field-trip
was experienced by a team of experts from
8 nations that visited an energy camp set up
by Defence Research & Development Canada
near Montréal (NATO, 2013). In 2013, SENT
took active part in the multinational military




exercise ‘Capable Logistician' 2013’ (CL 13)
with Smart Energy Camp'® in Slovakia. Its two
goals were raising the awareness of the im-
portance of energy efficiency and to create a
better understanding of the need for intero-
perability, as well as to help SENT to formu-
late recommendations for improving NATO'’s
standards and best practices on saving ener-
gy. This initiative was repeated in Hungary in
2015, when ‘Capable Logistician 2015 (CL15)
was organized.

Figure 3. Workshop ‘Smart Energy in CL15: from Obser-
vation to Recommendation’ during the CL15 exercise
Source: http://www.enseccoe.org/en/events/gallery.html

On that occasion, “14 private companies, the
Bundeswehr (BAAINWg) and the U.S. Army
contributed over 50 pieces of equipment and
highly trained personnel to provide Smart
Energy production, storage, distribution and
consumption, as well as portable and wea-
rable soldier power solutions”.™ In this con-
text, NATO ENSEC COE took active part as a
co-organizer of the workshop ‘Smart Energy
in CL 15: from Observation to Recommenda-
tion” by offering expertise and knowledge to
test the interoperability of energy efficient
technologies for the military.
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These initiatives and measures, which aim
at saving energy and its costs, well serve
the purposes contained in the Wales Sum-
mit Declaration. The Allies must “reverse
the trend of declining defence budgets, to
make the most effective use of our funds and
to further a more balanced sharing of costs
and responsibilities. Our overall security and
defence depend both on how much we spend
and how we spend it. Increased investments
should be directed towards meeting our ca-
pability priorities, and Allies also need to
display the political will to provide required
capabilities and deploy forces when they are
needed” (NATO, 2014a). Therefore, a more ef-
ficient use of energy is important because it
can help the Alliance to use funds more ef-
ficiently, in such a way that the budget for de-
fence can be increased to the benefit of the
security of NATO members.

In sum, NATO is committed to increase ener-
gy security with a focus on energy efficiency,
which has become essential for the security
and for the well-being of both civilians and
military. Additionally, this section has de-
monstrated that Inglehart’s approach can be
used to explain the development of energy
security in NATO during the modernization
and postmodernization periods and how this
process is driven by both materialistic and
postmaterialistic values.

THE ROLE OF NATO IN THE FIELD OF ENERGY

While the previous section has discussed the
measures adopted by NATO in the energy
field, this third section aims at explaining
which role the Alliance plays in energy se-
curity by showing that it has two main roots.
The first one is military. It reflects the need
to conduct practical and logistical planning to

"SENT is jointly directed by the Lithuania-based NATO Energy Security Centre of Excellence and by the Joint Envi-
ronment Department of the Swedish Armed Forces. It is composed of experts from eight nations, including six Allies
(Canada, Germany, Lithuania, the Netherlands, the United Kingdom and the United States) and two partners (Australia
and Sweden). (NATO, 2013a)

12 Capable Logistician (CL) “is a bi-annual NATO standardization and interoperability Field Training Exercise designed
to address NATO interoperability challenges on the coalition battlefield. The exercise is a fixed facility field trial with a
tactical scenario that involves a Humanitarian Assistance Crisis Response Operation (CRO)".

Mapes, Steve. Capable Logistician 2015. Retrieved from http://www.natolibguides.info/ld.php?content_id=14631254
13 The CL 13 Smart Energy Camp included representatives of the British Ministry of Defence, the Royal Dutch Army, the
German Fraunhofer Institute Chemical Technology and NATO.

(NATO, 2013a)

% NATO Multimedia
php?9=48577&p=1610951

Library. Smart Energy: Exercises. Retrieved from http://www.natolibguides.info/c.
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protect energy supplies with the aim to main-
tain the stability and the security of the Allies
as well as NATO’s operational capacity. This
implies taking into consideration military
threats to energy facilities and supply lines
and routes. Therefore, energy security is very
much linked to national security because it
can lead to state-to-state conflicts (North At-
lantic Council, 2013). The second root focu-
ses on political threats to energy security and
became prominent in the framework of NATO
with the Ukraine-Russia gas dispute in 2005-
2006 (Monaghan, 2008). Indeed, the Riga
Summit, which was held that year, announced
for the first time that energy security is a con-
cern for NATO that, consequently, should play
a role in that field. On that occasion, US Sen-
ator Richard Lugar argued that “because an
attack using energy as a weapon can devas-
tate a nation’s economy and yield hundreds
or even thousands of casualties, the Alliance
must avow that defending against such at-
tacks is an article Five commitment” (Step-
per et al, Winter 2014-2015). Therefore, the
Riga Declaration highlighted the importance
of infrastructure security and required the
member states to consult on most immedia-
te risks in the field of security (Stepper et al,
Winter 2014-2015). This is also emphasized
in the 2010 Strategic Concept, which states
that the Alliance will “develop the capacity
to contribute to energy security, including
protection of critical energy infrastructure
and transit areas and lines, cooperation with
partners, and consultations among Allies on
the basis of strategic assessments and con-
tingency planning” (NATO, 2010).

Furthermore, NATO can contribute to several
areas in the field of energy including, among
others, information sharing, and planning
and response. As Andrew Monaghan puts it,
“since the Alliance would be working with
other organisations, governments and ac-
tors of different types, these [broad areas]
are likely to vary in degree on a case-by-case
basis. But there is a clear range of niche roles

for NATO in both areas. Some of these roles
may be considered more passive, such as the
alliance reducing its own fuel consumption,
others more active, for instance contributing
assets; some reactive, such as contributing
civil defence and emergency management
assets, others anticipatory, such as planning
and providing training” (Monaghan, 2008).

In the field of information sharing, NATO can
valuably contribute to energy security by ac-
tingas animportant bridge between its mem-
ber states through its North Atlantic Council
(NAC)™ that provides a forum for consulta-
tions on all issues affecting the peace and the
security of the Allies. In this context, the role
of NATO ENSEC COE is essential. Also, NATO
can contribute through its coordinated mili-
tary assets and expertise, which is an area
where the Alliance has particular proficiency
and expertise. The Wales Summit Declara-
tion states that NATO will continue contrib-
uting to “build on the experience gained in
recent operations and improve our interop-
erability through the Connected Forces Ini-
tiative (CF1)"."* NATO “provides the structure
for Allies to train and exercise coherently;
reinforces full-spectrum joint and combined
training; promotes interoperability, inclu-
ding with partners; and leverages advances
in technology, such as the Federated Mission
Networking framework, which will enhance
information sharing in the Alliance and with
partners in support of training, exercises
and operations. Therefore, NATO can provide
protection of energy sources and of trans-
portation means in military security terms”
(Monaghan, 2008). In the field of response,
NATO can contribute with the necessary as-
sets to respond to energy related emergen-
cies, especially those concerning critical e-
nergy infrastructure (NATO, 2015d).

Additionally, NATO cooperates with other in-
ternational actors such as the European U-
nion (EU), which is one of its most important
partners. The Wales Summit Declaration, for

'S NAC is the principal political decision-making body within NATO (NATO, 2015)

1 The Connected Forces Initiative (CFI) “aims to enhance the high level of interconnectedness and interoperability Al-
lied forces have achieved on operations and with partners. CFl combines a comprehensive education, training, exercise
and evaluation programme with the use of cutting-edge technology to ensure that Allied forces remain prepared to

engage cooperatively in the future” (NATO, 2015d)
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instance, states that NATO and the EU will
continue working together in areas of com-
mon interests. It emphasizes that “we [NATO]
look forward to continued dialogue and
cooperation between NATO and the EU. Our
consultations have broadened to address is-
sues of common concern, including security
challenges like cyber defense, the prolifera-
tion of weapons of mass destruction, coun-
ter-terrorism, and energy security” (NATO,
2014a).

NATO’s and EU’s activities and policies in the
field of energy security are necessary to each
other because the Alliance is mainly focused
on a military security perspective, while the
EU has a more comprehensive approach and
aims at achieving three main objectives: a) to
secure energy supplies to ensure the reliable
provision of energy whenever and wherever
needed; b) to ensure that energy providers
operate in a competitive environment that
ensures affordable prices for homes, busi-
nesses, and industries; c) to make energy
consumption sustainable, through the lowe-
ring of greenhouse gas emissions, pollution,
and fossil fuel dependence (European Com-
mission, 2015). These objectives are also re-
levant for NATO since continued and reliable
provision of energy is essential not only for ci-
vilians, but also for military. Affordable prices
of energy are also necessary for cost effi-
ciency in the military field. Additionally, pro-
tecting the environment is an important goal
also for NATO since it is included in its energy
security policies. This is explicitly affirmed in
the 2010 Strategic Concept. It states that “key
environmental and resource constraints, in-
cluding health risks, climate change, water
scarcity and increasing energy needs will fur-
ther shape the future security environment in
areas of concern to NATO and have the poten-
tial to significantly affect NATO planning and
operations” (NATO, 2010).

The Alliance recognized the challenges co-
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ming from the environment already in 1969,
when it established the Committee on the
Challenges of Modern Society (CCMS).'7 It
has been providing a unique forum for NATO
and its partner countries to share knowledge
and experience on social, health and envi-
ronmental matters, both in the civilian and
military sectors. In 2006 it merged with the
NATO Science for Peace and Security (SPS)
Programme.'” Furthermore, the Specialist
Team on Energy Efficiency and Environmental
Protection (STEEEP) “aims to integrate envi-
ronmental protection and energy efficiency
regulations into technical requirements and
specifications for armaments, equipment
and materials on ships, and for the ship to
shore interface in the Allied and partner na-
tions’ naval forces” (NATO, 2015g].

In sum, in the field of energy security NATO's
strategies and policies are relevant for its
member states, but also in the broader inter-
national context, especially in relation to the
activities of other international actors such
as the EU.

CONCLUSION

This article has discussed the measures
adopted by NATO to ensure energy security
with a focus on one of its dimensions, namely
energy efficiency. Also, NATO's role in the
field has been defined by using Inglehart’s
sociological approach with a focus on mate-
rialist and postmaterialist values.

The analysis has shown that in the 21s'centu-
ry NATO is driven by a synthesis of these two
sets of values. The reason is that NATO de-
fends the territorial integrity of its members
that is a materialist value, but it also protects
the values contained in its documents, which
can be defined as postmaterialist values (e.qg.
democracy, well-being) according to Ingle-
hart’s theoretical approach. In this context,
ensuring energy security has become an ur-
gent matter because it is essential both to

"7 The Committee on the Challenges of Modern Society deals with problems affecting the environment and the quality
of life through 3-5 year pilot studies, shorter term projects, conferences, workshops and roundtables. It conducts its

activities through teams of national experts. (NATO, 2015e])

8 “The Science for Peace and Security (SPS) Programme is a policy tool that enhances cooperation and dialogue with
all partners, based on scientific research, innovation, and knowledge exchange. The SPS Programme provides funding,
expert advice, and support to security-relevant activities jointly developed by a NATO member and partner country”

NATO. (2015f).
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ensure the protection of lives and to continue
affirming the values of the Alliance.

Furthermore, the analysis has shown that
during the last decade NATO has developed
a kind of acquis for energy security which
is contained in its documents such as the
Summit Declarations and its 2010 Strategic
Concept, which define the role of NATO in the
field. This latter is twofold. On the one hand,
it reflects the need to conduct practical and
logistical planning to protect energy supplies
with the aim to maintain the stability and the
security of the Allies as well as NATO's ope-
rational capacity. On the other one, NATO
deals with the political threats to energy se-
curity that became prominent in NATO with
the Ukraine-Russia gas dispute in 2005-2006.

Additionally, NATO valuably and profitably
contributes to energy security without dup-
licating the activities of other international
actors dealing with this issue, such as the
European Union (EUJ, which is one of its most
important partners. The work of the Alliance
and the one of the EU are useful to each other
as the contribution that they give is different.
While the Alliance can provide support from a
military security perspective, the EU’s activi-
ties are more comprehensive and essentially
address civilians.

Therefore, it can be concluded that NATO is
becoming increasingly involved in energy se-
curity through its acquis, its activities and its
bodies. This means that its contribution to
the field of energy is becoming increasingly
meaningful for its member states in order to
face common challenges and threats.
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